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Modeling System Reliability via Modular Reusable déts in SysML

System reliability is considered to be a valuabletrma among others such as cost and behavior in
complex system design tradeoffs. SysML, the SydWodeling Language (www.omgsysml.org), has
recently been developed to capture and organizeaheplexity of systems design projects. While 8ysM
has no direct ability to capture reliability modadj, shown herein is a way to capture fault treegnée
trees, bowtie diagrams, and even capture the kripy@enecessary to simulate events in Markov models
from the use of common SysML constructs and diagranfrault tree use and organization is
demonstrated through an example model of the nétialof an excavator’'s hydraulic system througle th
functions and components required by a dig cycke eese. Finally, possibilities are shown for this
framework to be expanded in future work.



1 Introduction

Since the quantification of accidents has begathoas have analyzed and theorized about the best
methods and concepts for the prevention of accsdeptantification of accidents, and design of syste

to account for failures and prevent undesirableseqonences. Some of these methods, such as PRA as
described by Apostolakis [1], are more widely ugkdn others on the bases of understanding and
applicability. Many of the methods have overlagpgosts of information and knowledge for use, costs
of analysis and decision-making, and benefits sigint into reliability behavior of components and
systems.

The overall consideration of reliability in desigas proven through time and most applications ta be
sure bet in terms of increasing design value. Nowe than ever, designing for reliability is auiegd
perspective for any design team. This perspecisvencorporated to protect interests of design
stakeholders such as product safety, maintenantieg \and reputation.

Systems design and engineering is complex andip&rta multiple stakeholders considering multiple
perspectives of a system. The coupling of systehabiors across design perspectives creates additio
complexity. Traditional management of this comjlexs locally centered (based on engineering
disciplines), and often consists of ad-hoc, norsable specializations based on the organization
performing the design development. The need etastspture and organize systems design perspgctive
in a formal, consistent manner. Specifically peiteg to this paper is the need to capture system
reliability information in the same manner as otperspectives so that tradeoffs between stakefsolder
can be formulated and couplings between perspectigeialized. Once such information is organized,
interpretable, and documented, it becomes moré&eagierstood knowledge that is the design.

Documentation through the decomposition of systempiexity and acknowledgement of concerns is
highly subjective with regard to a discipline ofarest, and often unclear beyond the original atgho
understanding. To enable documentation of a cmmsjsformally defined organization of system
perspectives to be clear and understood, it woeldhighly beneficial if documentation relied upore th
same formal language in which it is organized. aAsesponse to this need, the Systems Modeling
Language was developed as a formal language to gear@mplexity in systems design [2]. SysML
provides a ‘model-centric’ [2] form of documentatioThis form of documentation allows at the system
level allows for meaningful tradeoffs to be consatke

A reliability tradeoff between system design altgives gives a meaningful reason for the decision
between the alternatives. The ability to decompbgesystem formally, and factor it cleanly inte it
different aspects allows design tradeoffs to berdeihed based solely upon individual disciplines;hs

as reliability. Thus, it is argued that capturiegjability for systems design within SysML will gvide
valuable insight into system reliability tradeottsthout the associated costs of comparing religbth
other system aspect across different languagessufriggtion or frameworks of organization. In fay,
capturing all aspects of a system in the same fotamguage, interactions between subsystems and
components can be more readily identifiable andliptable, arguing against Normal Accident Theory

[3].

In this paper, reliability is captured from a sys$e engineering perspective through a suggested
framework in SysML. The upper-level objective filiis framework is that it be interoperable with
general systems engineering practices and alsmp#rable with system aspects aside from religbilit
their models, and documentation. The latter plattis objective is satisfied by its implementatiwithin

a common systems engineering language, such asLSysM



The framework presented here includes several kmeilwn reliability modeling techniques, including
fault-trees, event-trees, bowtie diagrams, and markodels. In addition, elements of the framewanmdk
able to represent structure-function states [4] documentation of analysis results, as well as be
simulated in event-based or time-based simula&jrd represent system reliability behavior ovendi

In the framework, knowledge of several elementgaxth reliability modeling element is captured in a
manner that promotes reuse, allowing quick comjositand valuable reliability models to be
accomplished. The tool for composition in SysMldamplementation of the framework is MagicDraw
[6]. Section 2 of the paper describes a methodcégturing reliability from a systems perspective i
SysML, including how reliability models relate tgséem models. Section 3 is a short survey of alibel
reliability modeling methods and argues why patéicumethods of reliability modeling were chosen for
implementation in the framework. Section 4 deszsikthe framework’s implementation in SysML, and
Section 5 demonstrates the use of the framewotkeérexample of a hydraulic system of an excavator.
Finally, Section 6 concludes and discusses futumw

2 Capturing reliability from a systems perspectivewithin SysML

System performance is a subjective statement.s thé performance of a system’s function towards
achieving a desired metric of operation that iscgmeand rational. From a systems perspective,
reliability must be considered in terms of measurfesffectiveness (MOESs) which aid in valuing syste
reliability based on these metrics. Generallyislen-makers prefer increasing reliability measwsesh

as reliability, expected life (mean time to failw®ITTF), and availability, and decreasing meassteh

as probability of failure, expected repair timen®imes equivalent to mean down time — MDT), and
unavailability. In the model of a system’s desigmperties of components relate to these MOEs. In
SysML, components represented by blocks can bengm@perties of such reliability measures,
essentially characterizing a design component$erio an analysis.

What values get assigned to component MOES?

At times when data is available, a Frequentist'sspective of reliability describes the system'’s
components. However, the uncertainty in this depaesented by centralization and dispersion shoeild
captured for use in event-driven simulations. B&y or subjective probabilities may also be used t
describe component (or individual failure modejatality metrics. Eliciting such probabilies alsatails
additional uncertainties through elicitation [7More complex metrics, such as system availabiliy a
defined by analysis results. These can be deteticimeasures for time-based simulation, or praibab
distributions for stochastic event-based simulation

In order to combine a reliability modeling framewand use it in systems design, reliability MOEsstnu
be related to other system metrics. Informatiat th also useful in characterizing a design othyaimis

a system or component state. States may includ@ahcoperation, maintenance, and failure. Each
component in the system is of a particular stéie,sum of which yields a system state that mayay m
not be operational, based on the component sthiesystem’s structure, and the desired functiopeto
performed. It is necessary to relate this inforamatalong with reliability metrics back to desigser
working from a reliability perspective so that dpsiiterations will benefit from it. Thus, the
documentation of metrics in design components adeted in SysML, and analysis results captured by
the framework feed the necessary information badesigners.

Once a system design has been initially createdteated upon, its reliability aspect must be \eew
from the perspective of a reliability engineer, anddeled in terms of its reliability (via a reliéityi
method and modeling framework) so that the systegiiability MOEs can be determined. This invokes
the question: How should analysts convert systemain(schematics) to reliability models?



Several works exist in the area of reliability mogleneration, and will not be mentioned here as ithby

no means a literature review and this paper’s tniemon the framework, not the modeling technique.
However, one particular work of interest involvée tuse of automated graph generation to yield fault
trees from an initial system schematic, and initlahtified failure modes of system components [8].

An initial, and final component of the use of aability model in an analysis is the context in alian
analysis experiment takes place. This involvessgsing or reusing a reliability model whose intedd
purpose matches or is adaptable to match the dooteke analysis. SysML provides constructs for
contextually describing an analysis, and aids d@niation in terms of design requirements which the
analysis is intended to test for fulfilment, MOBRghich map to such requirements, and model
requirements for fulfilling the experiment descdbly the analysis context. Thus, SysML provides a
means for integrating reliability or any analysipe within a system design cycle. The requiremehts
an analysis and the model(s) used to fulfill it tenreferred towards as the analysis specificatiince
SysML can describe the analysis specification, ffaamework for producing models within SysML is
available, the model can be generated in the fraewia a direct mapping in SysML from the analysis
specification in the systems perspective to thability model in the reliability perspective.

A small aside is the fact that the model composedysML must be transformed into a different
executable language in order to be simulated, imutesults of the simulation can also be importeckb
into SysML to be mapped to the MOEs and requiremehthe analysis context.

3 Common reliability modeling methods: Some pros &ons

The following is a brief and by no means exhaussuevey of reliability analysis methods. Some
methods are more useful for accident analysis aodagation, risk analysis, failure mode analysis, o
even state-based simulation for system analysi®nefal information on each method is presented,
including a few strengths and weaknesses of ea&fach of these methods was considered for
implementation in a SysML framework for reliability

3.1 Method Descriptions

Safety barrier diagram®,10] provide a means for relating the stateysitam components, the system
failure states, events due to system failure, &edotrriers in place — whether physical or openatie-

that prevent a system from reaching the next uralgei state in a chain of events. Safety barrier
diagrams (SBDs) can account for delays incurreg@inasitiating event attempts to propagate and tse/e

a particular barrier that was placed to protect dwrfife, other equipment, or processes. SBDs are
beneficial for accident analysis and propagatigvhile SBDs have the ability to become quantified an
even incorporate delays, this is a rare occurremogtead, they seem to be more of a qualitatieé ftu
graphically demonstrating accident propagation. guably, fault trees are able to capture most
functionality of a SBD, reasoning the widespread o fault trees. In fact, a safety barrier miglet
classified as a prevention in loss of functionalilye to the presence of a redundant component, or
another aspect which prevents this loss. A faak will be able to capture the same barrier inithfic
with the presence of additional failure modes, lagit including AND or conditional gates.

Markov models[5] are a way of relating system states, time #r@probabilistic nature of transitions
between system states. These models are uniquesefd, as chains of system component statesean b
generated and used for state estimation over tinneugh probabilistic simulation), queuing modelad
even pattern recognition. Hence, an obvious ridityabapplication of these models is for the
determination of states of system components one, tgiven proper failure, repair, and delay models
Combined with pattern recognition, state deternmmatan be used to design maintenance policies



(especially when considering multiple failure stdteand even allow for the testing of such policies
through probabilistic simulation. Markov model® ariticized for being difficult to document [11§ut

this is not reason enough to prevent the use ofaathrod, and simply shows weakness in documentation
abilities aside.

FMEA & FMECA, known as Failure Mode and Effects Analysis antlF@aMode Effects and Criticality
Analysis, respectively, are a way for systems todbeomposed on a functional level. The loss of a
particular component function is considered to bé&iure mode of the component. To use these
methods, a system or component must be functionddgomposed. Rausand speaks to this
decomposition explicitly for the use of FMEA [12].

FMECA is the most prominent and more widely usethtBRMEA, but is essentially the same method but
yields a criticality instead of risk priority numb#r a metric. These methods consider a failuogenits
likelihood of occurrence, the severitiy of occucenand the likelihood of detection of the failunede
(observability).  The problem with the methods esnwith the calculation of the severity or Risk
Priority Number (RPN), which is essentially thedlikood (or number) of occurrences times the sgveri
times the likelihood (or number) of detections.illf@ modes with the highest RPNs are to be evatuat
first. Although it is arguable that a more obséteafailure due to the ability to detect it may be
prevented or mitigated more easily, RPNs are byneans a solid metric for weighing failures. Thisre
no sane agreement from mathematically equatingylalyhunlikely, severe event with a highly probable,
less severe event. This is argued strongly by a&afil3].

FMEA/FMECA are generally beneficial at smaller Isvef granularity- the micro scale, such as failure
modes within components, rather than at the sydes®l. These methods can also be beneficial in
bottom-up (Inductive) FT generation, although FEmse typically generated from a top-down, or
deductive approach, which does not require theotiaesupporting FMECA analysis.

Reliability Block Diagramg5] are a great way to convey the dependence stesy components, and
their redundancy. These diagrams enable systemniply and can easily convey component
dependencies and different levels of redundanaythErmore, these diagrams can be easily mapped to
other modeling techniques (such as fault treesproblem with reliability block diagrams (RBDs)tisat

they are not an intuitive mapping to a system’'sdtire as are other methods. Since RBDs so readily
resemble a system schematic, one would assumeativel easy mapping to the schematic. However,
based on the desired function and failure to beesgmted, these diagrams can often be counteinetuit
(REF smith book notes -> indirect, counterintuitiedationship to physical system schematic). Aapth
disadvantage of RBDs is the requirement that fedure independent. A final disadvantage to mersion
the dependency of a particular diagram representatpon a particular failure mode. This requires
several models be generated to capture the fuletaof failure modes, but is not a problem unshased
other methods mentioned in this section.

Petri Netshave a proven relationship with reliability [14jchare a way of capturing system states (as
places) and transitions between system stateslasitoiMarkov models. A difference is that petets
require the passage of tokens through the systatiaw the propagation of states via transitiofi$iese
tokens can vary in quantity at different placesrerepresenting queuing models as can Markov models
They are also useful for stochastic, nondeterminjgtocesses. Since tokens must exist at eacle plac
representing a system state, petri nets can beecergeeomplex, very quickly for a system represeatat
Although tokens are a logical way of determining, ihstance, the state of a particular componeinigbe
active or dormant, this logic could also be capmtuvéa control system modeling and separate state
modeling of components if activated by input logielaving the ability to interface a reliability meld
with a control system to determine component astwaor probability of failure and maintenance ipgl



for probability of repair is preferred to tokens iasntegrates better within the systems perspectf/
reliability.

Fault Treeq5] are a useful technique for tracking a failpagh of component failures to system failure.
Fault trees (FTs) consist of failure events ancrmediate outcomes, which are logically mapped
together to yield an upper-level undesireable eyei) for a system or subsystem. Failure paths and
cutsets are easily identified, as with RBDs, b& tjuantitative modeling capabilities of FTs doménat
over RBDs. Fault trees are not limited by scaleg@nularity, and can easily build on eachother to
capture anything from subcomponents on the mictedcasystems of systems on the macroscale. This
can also be done fairly easily with other diagralog,not as easily as with the general structure 6T .

Like RBDs, fault trees can be limited to particufailure modes, given the complexity of the problem

Although multiple modes of component failures can donsidered and logically mapped into a tree
structure, this can be come complex and messy geigkly. One advantage of FTs, in terms of its
interoperability, and intuitive communication atds, is the widespread use of this failure analysi

method. Additionally, events in the FT can be oe&sl via additional sub-FTs, demonstrating theulsef

object-oriented nature of tree-based methods.

Event Treesare useful diagrams for modeling event propagatidvent Trees (ETS) consist of an
initiating event (IE), which can propagate in madiferent directions to eventually yield highly
undesireable critical events (CEs), aka catastopiia event tree is very similar to a SBD, and thes
ability to branch to represent the dependencigaulfiple possible outcomes from a single event. ewh
used in probabilistic risk assessment, event taeescapable of representing a variety of branchesiod
and even delays. Since each event in the treéshas/n probability that can be justified by subsewof
FTs, the probabilities of such events, such adayde even branch node can be incorporated. Eike
and RBDs which are limited to a particular failunede, event trees are limited in structure to éiqudar
IE’s propagation, and must be redesigned to dematestiifferent IEs.

Cause-Conseguence Diagraf@<Ds) are a method of PRA that is similar tofandes. These diagrams
add to the constructs available to a FT by addingdeeision box, which contains a question which
identifies the failure condition, and feeds yes:oroutcomes to other nodes in the model [5]. Smits
another advantage of CCDs is that they model theran which components fail, and goes on to say th
there is an ability for both fault trees and CCD®e simulated deterministically- by using MontelGa
or other probabilistic methods. Despite the ovetapabilities of CCDs, as well as the plethora of
constructs available and ability to capture PRA&ythare not widely used. This is evident from afori
search of software tools that allow composition anéxecution of CCDs. These tools are simplytoot
be found, as they are very widely available foltferees and event trees.

Also significant of CCDs is that they do not hawe lie designed into different representations for
different failure modes [Ridley and Andrews]. Aitigh Ridley proposes that CCDs are capable of
describing any consequences that may result fremgle initiating event, this ability is alreadyptared

by ETs. In fact, while a CCD can represent PRAgalf, fault trees and event trees can also gefdh
done, and do so in a much more easily documentedena

Bow-tie Diagramsare essentially a two-part structure. The firgitpor left side of the bow-tie, is a

functional decomposition of an IE, which is equerl to a fault tree that leads to an upper level
undesired event. The second part, or right sidine@foow-tie, is a propagation model such as anteve
tree, which demonstrates how the IE can propagdteseveral end events, some of which are highly
undesirable CEs. A bow-tie diagram can be thowglis a SBD, with preventative barriers of the left




side to prevent the occurrence of the IE at theecesf the bow-tie, and with mitigative barriers iain
prevent the propagation of the IE into CEs on tgktrside of the bow-tie, as described by [15,16].

Since FTs and ETs can be so closely linked andfaded in scenarios via IEs, Bow-tie diagrams are a
logical choice for risk modeling through PRA.

3.2 Justification for using a reliability modeling method

If one has the knowledge of various reliability rebdg methods, the question in the mind as an ahaly
is “What method do | use to determine the religbitharacteristics, and MOEs for my system of
interest?” Some arguments for which methods taaseodel reliability are presented in this section

Capabilities of a modeling method are of primargiest in answering the posed question. If a ntktho
cannot capture the relationships and dependentigsuo system, then it should not be used. Thig is
subjective question, since specific system relatgps may be more pertinent to the context of the
analysis that is being used to test system MORsfact, method selection also depends upon thecgret
that are called up by an analysis. If all thahéeded are various failure modes, then organizatieon
FMECA may be sufficient. If the probabilities ofaurrence of the failure modes are also needed, the
perhaps a fault tree or other quantitative methodict also be used with FMECA to determine the
analysis metrics. Regardless, the capabilities method or combination of methods must meet th&MO
demands required by an analysis specification.

Availability of tools that aid in implementation @rexecution of a method are also of interest. &inc
many systems are very large, and since many aisafgag be performed on a particular system, to@s ar
needed to help organize the analysis and providguatational aid. These tools are typically sofevar
based, and the inavailability of such tools to heiplement a method greatly weakens the argument of
using the method. This tool availability goes hamthand with a need for wide-spread adoption of a
method. Typically, if a method and tool are widabailable, they can be considered to also be &edep
and widely adopted.

Adoption of methods is needed to justify one’s gsial results to third parties. If a method is not
accepted as valid and understood by others, tsensi in an analysis may be in vain. A method is
adopted if it is used by analysts, and is suppdrietegulatory references that mandate whetheoban
method is acceptable for performing a particuldrabdity analysis. If a method does not meet
regulations, there may not be much reason to use it

3.3 Argument for Methods chosen for Implementatiorin SysML

In this paper, the justification for using a meth®dglightly more specialized, since the method mat be
used explicitly, but be captured in SysML by usiognal language constructs to create it. Sincevihys

is a non-executable language, the method doesavet dn immediate need for execution tools; however,
we will keep this constraint because future work imivolve the mapping of the method in SysML to an
executable language and tool. Documentation okthod, although highly desirable in all cases,at n
of as much concern for a method which is captune8yisML. The advantages of the language lie in its
ability to document models and analyses as theymaa&ted, allowing virtually any method to be well
documented. Finally, since the goal of the franméw® the ability of integrating reliability withystems
design, methods must be chosen that are easilyopgeble and work well with one another
fundamentally. This includes a need for the cdpgalmf modeling with systems design fundamentals
such as uncertainty, simulating dynamic behaviod, laeing able to represent the state of a systemyat
point within an analysis, in its results, or witlardesign iteration with respect to reliability.



The techniques initially considered for the framewawere presented in 3.1. However, those consitlere
further are FMECA, CCDs, FTs, ETs, Bow-tie diagrammarkov models, and petri nets. SBDs and
RBDs were removed because one or more of the otfehods for consideration can capture the
knowledge SBDs and RBDs represent. Although FMEE€Aa valuable tool, it is not chosen for
implementation at this point since FTs and CCDsadle to be constructed without the help of FMECA.
While CCDs are useful, the main disadvantage isvaitability of implementation tools with which to
compose an executable form of the diagrams. Wailstatic CCDs, it is arguably not that difficdidir

an expert to develop an execution tool for PRA, Hzme capabilities of the diagrams can be
accomplished with FTs and ETs, leaving no justifara for this development expense. In capturing
PRA, Bow-tie diagrams come naturally as a way @édrating FTs and ETs, so they will remain.
Finally, we consider the simulation-capable methods

Markov models and Petri nets are both great waysafiure the dynamic states of system components
and even individual component failure states oweet While either method can be used to demorestrat
and analyze system reliability dynamics, for nowrké® models are considered. Since systems
engineering design models are living documentsepresented in SysML, the ability to consider gyste
states in a design lifecycle, manufacturing lifdeyand more importantly operational lifecycle fggoeat
importance. Simulating a system through time wihcomponents allows for these various stateseto b
determined at points within a lifecycle. Resedral been performed in the area of considering dimam
FTs with branches that are decomposable into Mankodels for execution. These FTs are integral with
ETs in Bow-tie diagrams [17,18,19]. This is thenkiof functionality that is highly desirable for
capturing reliability about a systems perspectiged the reason why this paper’s framework is
implemented upon FTs, ETs, Bow-tie diagrams, anckblamodels.

4 SysML Implementation in Magic Draw

The implementation of reliability methods in thigger describes suggested representations of kngeavled
of each method in SysML. Because SysML is simplgraguage specification, a tool must be used to
compose in the language and use its constructstobheised for this framework is Magic Draw. Since
SysML is a meta-modeling language, the system biét\a model as represented by a method is not
captured in the framework, but instead the modelrttethod itself is captured in the framework. The
framework knowledge in SysML that is the model atle method is enough to demonstrate each chosen
reliability method, and even execute the methodn8ystem characteristics and an analysis speaificat

is combined with the framework’s method knowledge.

While SysML is used as a means for describing amzlighenting the method knowledge, the system
characteristic knowledge, and the analysis knovdedlgis not an executable language. Thus, with al
knowledge necessary to execute an analysis capamedocumented in a system context, the subject of
future work is the mapping of this knowledge toextecutable language to perform the analysis, amd th
mapping from these results back into SysML for doentation.

Once the model of each method is represented iMISy®nstructs, the model is able to be used (and
reused) from a library and specialized to the bditg characteristics of the system, its composgeaind
the MOEs required by the analysis specification.



4.1 Implementation Requirements

The requirements considered in the developmenhefftamework are as follows: The knowledge in
SysML should include all information required fdret deterministic execution of static FTs and ETs,
whether or not this is done in a stochastic mamodncorporate the uncertainty in system reliailit
characteristics. Additionally, the framework shibude able to represent simulation knowledge for
dynamic FTs and Markov models. To be adaptablesfochastic simulations, event-based simulation
should be a capability, with time-based simulataiso available. Event-based simulation includes
picking a point from a probability distribution fdailure or repair and engaging that event when its
associated time is met, while time-based simulaiteplves the calculation of a probability of faiuor
repair in real-time as time progresses. Esseytidie event-based or time-based simulation capabil

of the events can allow for the generation of dyicdfits and ETs.

4.2 SysML Constructs Utilized

This paper is by no means an introduction to SysWbr more information on the following constructs,
please consult the Final Adopted Specification f.the Systems Modeling Language [2].

System components are capturedolpcksin packagescontaining organizations of subsets of blocks in
the design workspaceBlock propertiesthat arestereotypedasvalue propertiescontain the meaning,
values, andvalue typesof the characteristics of each component thatoswveed by each block, and
mapped irparametric diagramsia binding connectorso constraint parameterer constraint properties
which are owned by theonstraint blockghat represent reliability methods.

Each reliability ‘method construct’, such as augel event or logic gate in the case of a FT, is etext
individually in the framework by constraint blockgich have various reusable constraints applied to
them that are equations that relate the constgErmeters and constraint properties to one another
These method constructs are captured by consbiaicks in a modular form so that a reliability mtste
can benefit from conveniently reusing them in neadsis.

New suggested constructs were also created fabiily modeling in SysML. Although these constsic
could be created from combinations of existing tamss, this is not within the current scope ofsthi
paper. In order to capture the exposure time sfesy components, ‘Timer’ was created and is used to
represent a clock which is reset with ‘Timer officabegins counting in normal clock time forwardwit
‘Timer on’. In order to represent the selectionaovalue from a probability distribution, such as a
distributed value type, stoch( ) which is a funetad distribution parameters is used to represmking a
probabilistic value- such as by Monte Carlo or haflypercube Sampling. Finally, in order to be &ble
integrate constraint parameter values over expdsuee Int(var,dvar) was created as a simple smifuti

The framework for each method is currently capturegackages which organize the method models
(constraint blocks) by method construct. For ins&a FTs are organized by types of events and types
logical operators, while ETs are organized by typésevents, delays, and nodes. This logical
organization aids in representing the context ahemethod model’'s use from the library; however,
future implementations should describe the modelseth on the Multi-Aspect Component Modeling
framework [Personal research paper to be submitd@®ETC CIE in January, cannot referengs].
Such a framework would describe the method modetauch more detail than via library organization,
and capture some of the documentation about theelsistiown in subsequent sections. For more detail
of library organization for FTs and ETs, see Figlirkethat was created in Magic Draw.



In Figure 4.1, Reliability modeling method consteuare broken down by method, then by subsets of
method constructs. FTs are shown with Non-SIM l§philistic) and SIM (simulation) event constructs,
since simulation event constructs for Markov modeds be used from this library package or be
integrated with a FT as a dynamic FT. Logical aepans for probabilistic FT events behave differgntl
(adding or multiplying probabilities) than logicalperators for simulation logic (standard gate
functionality).

Figure 4.1 Organization of Fault Tree method cwtss.
4.2 Fault Tree Models

To capture FTs, first their constructs were idégdif Events were modeled, in a non-simulation form
The event probability of a component catastropailufe or failure mode can be modeled in a few ways
The simplest way is directly linking the probalyilif failure of the component as represented bilask
property to the probability of the component faglavent as utilized in the FT. A second technigue

link the uncertain probability characteristics ohgponent failure to a failure event model. Exewythis
type of information requires stochastic procesaad, although this technique is almost equivalerth&
simple certain case in terms of framework knowledagptured, the execution time greatly increases, as
multiple deterministic executions are required épyate a logically dependent probability outcome.

If data are available, event probabilities may alewated based on an assumed failure rate andesgo
time. For non-simulation models with no time depemcy, failure rate and exposure time must be
constants. Figure 4.2 displays the graphical fofwonstraint blocks used to represent componéntéa
events. These blocks are chosen from their apjtegpackage for each usage in a parametric diagram
The first detail in the figure that also appliesstdosequent figures is the naming of the constidauks
(boxes with <<constraint>> identifier). The naredghe usage name : type name. The usage nane is th
name given to a constraint block model of a mettmustruct when used in a SysML parametric diagram



and can be regulated with naming conventions. tyjpe name is the name given to the method construct
model as stored in the reliability framework.

Figure 4.2 FT probabilistic failure events.

The constraint parameters (shown at the side df eanstraint block as squares) are used to linkkslo
together with logic to form FTs. Constraint prdps (shown by the internal boxes in some of the
blocks) are used to represent some characterisiiegant to the FT event models. Constraint priggeer
with solid borders are defined explicitly in by treationships shown in each event's usage, whitee
with composite (dashed) borders are referencegdpepies elsewhere in the system model, and are
shown here as references. For example, Time_edpigsa property of a component, but this is a
characteristic of a failure event and maps to camgtparameter time for use in theofistraint equatioh
calculation of reliability.

It is important to note that since properties carréferenced from elsewhere within a system model a
used in a reliability model, SysML (through its ilamentation tools) provides a great ability for
maintaining consistency among such properties stesys design.



Non-simulation fault tree logic is categorized awvihg AND type logic, OR type logic, or Conditional
type logic, which includes Exclusive, Inhibit, Pitg, and Voted gates. Examples of AND, OR, and
Inhibit gates are demonstrated graphically in Feglu3.

Figure 4.3 Non-simulation FT logical operators.

To add the ability for dependent failures, commanse failure (CCF) events are modeled for both the
Beta method and Binomial method [20] in the framdiwand are demonstrated graphically in Figure 4.4.

Figure 4.4 Common-cause Failure Events for FTs.



To use CCF events in probabilistic FTs, they agicklly ‘OR’ed in the FT with component failure
events already in place that share the same fallependencies.

4.3 Suggested Tree Structuring

To promote reusability of FT diagrams and substthese trees, an object-oriented option is preskent
Current FT modeling techniques include the ability use transfer events to break up trees into
manageable sizes for viewing, which is an equatigsiple technique for this framework in SysML.
However, a more useful, reusable technique is garoze individual FT levels into their own paraneetr
diagram. In this way, subsets of component fadlene kept together for organization, and canridet

to, and the logic linked from these subsets vialinig constraint parameters for the parametericrdiag
themselves.

This technique is demonstrated in the organizatiothe FT of an excavator’s hydraulic system fce th
failure of a dig cycle. It can be viewed in Sent®

4.4 Event Tree Models

The event tree constructs to be identified are févhey include events, which are usually justifiad
probability by their own FT analysis as upper lavetlesirable events (UEs), and propagated evers, s
as overall end critical events (CEs). Borrowedrfr8BDs and their ability to model delays between
propagating events are delay probabilities whighiacluded to consider time lags in event propagati
Delays have been included in the ‘toolset’ of faue constructs (Figure 4.2) as means for delays a
events which affect logic. Although FT delay eeate useful, delays are even more useful as coistr

in ETs, since they can represent the critical, merohller amounts of time available to make decsion
ensure safety barrier survival before events pramadurther. Events are demonstrated graphically
through Figure 4.4. Each event shown in the figsieeusage of a basic model ‘Event’.

Figure 4.4 ET events.

Other ET constructs include nodes and branchesc#mimplicitly exist in traditional ETs. Node eis

can have a particular probability of propagatingoire or more directions. A specialized form of @od
events are decision events, which are node evéats have FTs of decision logic mapped to the
probabilities of directional propagation. For aciden event, an additional constraint is added tha
represents that the sum of the outcome probabiliseone, indicating that a decision must be made.
Finally, branch events are simply an explicit foombranching the same probability of propagation in
multiple directions. Nodes and branches are detrates graphically in Figure 4.5. Outcome
probabilities are demonstrated arbitrarily in tloagtraints, but can be determined from any conuitio
and mathematical equating of constraint parametemsputs.



Figure 4.5 ET nodes and branches.
4.5 Bow-tie Diagrams

Mentioned in Section 3, Bow-tie diagrams are a wilnking FTs with ETs to track the series of tag
events, and resulting undesirable events that camron a system. Since FTs are easily used taigeo
probable reason for events in ETs, there is nothnmaadiscuss here in terms of additional framework.
However, the advantages of SysML in linking progsrand parameters allow for great documentation of
which FTs are related to which ET events, and michaintaining consistency among these connectfons i
system characteristics change or tree structurasgento resemble new failure paths. As seen iar€ig
4.4, FT UEs and ET IEs and CEs can be given aaditiadentifiers (such as a specific naming
convention) to denote that they are now part afrgdr reliability model.

4.6 Simulation Models — Failure, Delay, and Repair

The simulation of failure events over time can besgy useful process. Such simulation allows far t
placement of failure and repair scenarios on aliimae which can provide a very useful design and
maintenance policy aid. Before explaining the simulation types and implementation here, we must
consider what it is that we are simulating.

To consider the long-term exposure of componemtd,identify patterns of system up-time and down-
time, separate failure models and repair modelsaeeled. Both models need to consider the state of
operation of a component as time progresses. Phelstates can be considered for capturing separate
component failure modes by building subsystem n®dethis lower level of component granularity out
of this framework. The state of operation is cdastd by observing the probability of the composent
failure or repair, typically as a function of fai@rate/repair rate, and exposure time. Failuesrean be
adjusted to consider variances in component loaiflidgta is available.

For event-based simulation, the probability of ueal or repair is considered. Given a particular
distributions that represent these probabilitiesaafsinction of time, a single time value is arbitya
picked (e.g. via Monte Carlo or Latin Hypercube $ang). This time value is a critical point forilizre
or repair. During simulation, when the accumulagggdosure time of the component reaches this akitic
point time of failure or repair, the component ayes state to represent that it has failed or begaired.
Because of the need to pick a value of criticaktiimom the probability distribution at the beginmiaf
simulation, a constant failure rate is needed ler ¢alculation of this distribution, otherwise thetire



specialized distribution due to a variable failuegée must be explicitly elicited and charactersatic
described for an event time to be picked from tis&itution.

Decision nodes for ETs can also be captured fontevased simulation by picking a probable decismn

be made in one of many outcomes. To ensure aioledssactually determined, constraints can be used
to ensure the summed probability of all decisiotcomes equates to one. Delays are captured in the
same manner as failure or repair events. A prebaélay distribution can be elicited, and probaialele
picked as a critical point for the length of thdageo occur.

Simulation FT events are demonstrated graphicallyigure 4.6, while simulation logic is demonstdate
in Figure 4.7, and simulation ET decisions and sate demonstrated in Figure 4.8. Secondary &ilur
events for FTs are not shown in Figure 4.6 duééo similar modeled nature to primary failure egen

Figure 4.6 Simulation FT events.



Figure 4.7 Simulation FT logical operators.

Figure 4.8 Simulation ET nodes and branches.

Disadvantages of event-based simulation includended to simulate system components and failure
modes over many, many lifetimes in order to propezpresent system operational patterns over tumee d
to the uncertainty in their failure times. Thisai€ombinatorial, stochastic process that generatjyires
large amounts of computing power. Typically, a iparesolution to reduce time is the formulationaof
Kriging [21] interpolation model (based on leasuages estimation) to greatly decrease the number of
model executions required.

For time-based simulations, event probabilities aleulated on-the-fly as simulation time progresse
This overcomes the disadvantage of needing to leaécwr elicit a full probability distribution abé



beginning of simulation time. For failure or repanodels, a determination of acceptable probability
needs to be considered for the determination ofpmorent failure or repair. This could be a simple
threshold probability, or could be based on comjrta of confidence levels from the first half of a
probability interval once time has reached thisnp@since a decided probability of an event ocagri
should at least be greater than 0.5). This metifodietermination is the primary disadvantage of thi
form of simulation.

Advantages include the ability to more easily ipmyate variable failure or repair rates over time,
allowing for the incorporation of a coupling betwiesystem states and component failure rates based o
different loading configurations. This is suggesly captured in this framework by integrating Gad
rate over exposure time, then averaging the tatalber of failures over this time, essentially dregafn
average failure rate for probability calculatiomsdvantages of all simulation methods include thiitg

to ‘seed’ simulation models of components by vagyimeir initial state values, such as exposure tione
used run time), operational states for entire camepts or individual failure modes, and time accrued
based on delays or other factors. A time-basedilaiton model as captured in the framework is
demonstrated graphically in Figure 4.6. Variaritthes model could apply for FT events, logic, dsla
and ET nodes.

Figure 4.6 Time-based simulation model example.
4.7 Composing Simulations

Once method constructs such as a failure eventc@atructs will now be termed as ‘models’) are
specialized with the characteristics of the evérgy can be composed into full FTs, ETs, Bow-t@s,
simulation chains in the case of Markov models. il&Vimany implementations of composition are
possible, for the purpose of explaining the comstsashown in Figures 4.2 — 4.6, the following
assumptions were made:



For non-simulation models such as probabilistic sl ETs, models (as represented by constraint
blocks) can be connected together via binding cctong in series of parametric diagrams, as seémein
FT example starting with Figure 5.1. Simulationdals need the ability to maintain consistency betwe
states, and activation of models via componentrotdets or component failures. It was assumed ghat
state of 1 is operational, and a state of 0 i®dilThis is independent of whether a model idduare or
repair. The input of model which designates expmss input opl. This value is O if exposure is
occurring, and 1 if exposure is not occurring. afin output_logic, which is a way of linking seaér
models together in chains, is 1 if the componenstfaded, and O if the component is operational.thle
case of delays, the language changes, but the ngeisrihe same.

In true system simulation compositions, additioahstraints will always be necessary for mainteaanc
of state consistency across models (e.g. for stpdadure and repair models), for the linking of
component properties to model parameters, andbii@jamodel MOEs to analysis requirements and
results.

5 Example Case

To reinforce the idea of capturing layers of FTd &Ts in nested packages for reusability, the examp
was created of an excavator’s hydraulic systenthierconsideration of failure of operation of a digle.
Only simple component failures are considered,dliutomponents (except specific lines and hoses) of
the hydraulic system are considered for basic riailonodes. The UE of the FT is the failure of the
hydraulic system to allow the Excavator structar@eérform a digging operation. Although multipl& F
interpretations of this task can be realized, tteas presented are for the point of modeling tegienand
organization.

This technique is best viewed from the top dowrackages are used to contain each level of the FT.
Each layer of the FT is considered to be divideddgycal operators. Failure events that are coatars

to a subsequent event one level up are packagedeatl lower than the event they contribute toward
Parametric diagrams that graphically display thenev and logic that relate them to the next uppente

are owned by the upper event, and thus packagédtet upper event. Event packages are numbered
such that from the top down, the level below the p#ekage is Level 1, the next Level 2, and so on.
Multiple branches of the FT, if at the same leaeé packaged together.

The reuse of models built in the framework is degithe specialization of primary and secondaryfail
events, and logic gates from their packages infrimework for use in the excavator FT. The naming
convention for a usage of each of these prebuiisizaint blocks displays as usage name : type name,
where block name is the FT model type, such asgsirfailure event. Events are numbered in a scheme
of failure_type.level_number.diagram_usage_numbdfor example, primary failure events are 1,
secondary are 2, and house events are 3. Levdderusithe level assigned to the modeled FT package
containing the diagram of the usages of the faikwent models. The usage names of events inchele t
numbering scheme and a verbal description namiiéoevent, of the particular event type. Interrats]i
resulting events that are logical results of loeeent failures are numbered in the same way, ywebfar
the type of the event itself since the intermed&aent is unique and typically not reusable.

The top level of the Excavator hydraulic systenitferee is demonstrated graphically in Figure 5This
figure is a parametric diagram in SysML as builMagic Draw, and shows the constraint parameters of
the parametric diagram itself at the diagram’s edge



Figure 5.1 Dig cycle UE FT diagram (Level 0).

The Actuation failure in Figure 5.1 is expandedtbyinternal FT shown in Figure 5.2. Notice that i
Figure 5.2, another sublevel FT is implied in 3:2dntrol_Hydraulic_Flow. The Fluid failure showm i
Figure 5.1 is expanded by its internal FT showRigure 5.3. This figure has no other references to

internal FTs and was expanded in this manner tmdstrate the capability to graphically display a
classical FT.



Figure 5.2 Actuation failure FT {devel of Dig cycle FT).



Figure 5.3 Fluid failure FT fland 2° levels of Dig cycle FT).
For the remaining diagrams in this example, seé\fiendix.

6 Discussion

Overall, the framework presented here is a compiladf suggested examples of capturing reliability
modeling in SysML from a systems design perspectiMee reliability aspect of a system is an impairta
design aspect and should be capable of being ateywith other system aspects to create a balanced
system model from which to make design decisioWith this framework, the beginnings of this
capability are available.

Reliability characteristics capable of being modeby the framework include probabilities of failure
events, both individually and as propagated prdligisi Also, event propagation is able to be ntede
as normally capable by ETs, but also including philities of decision events, delays, and brandateso
The knowledge required to simulate failure evergpair events, and delays is also modeled, allofong
representation and simulation of Markov models, @ymthmic FTs. Since events can be specialized at
any level of detail of a component or system, taenework can be used to represent simple system
failures all the way to detailed component failoredes. This supports the ability to observe system
failure patterns, and even test maintenance obgefiinctions, many of which are presented in [22].



These abilities can be extended in design exereaisesd at maintenance optimization. Works desogibi
this design concept are [23].

The framework also has the ability to capture utacety and represent stochastic modeling processes.
Since the framework is represented in SysML, amslysan be contextually specified to represent all
knowledge necessary to perform an analysis or sitioul from the system characteristics used and
architecture that is composed. Other advantagéseoiramework include the reusability of each mode
created to fulfill the method constructs of eacliabd#lity method. In this way, the knowledge ofeth
framework is captured for reuse in future modeliamding the modeler by saving time normally spemt o
model development.

Future work of the framework includes incorporatthg FMECA method, and fully testing the models
by composing them into system models for multiglst texamples. Testing includes formulating system
reliability requirements and analyses and linkilgse analyses contextually to particular reliabilit
model specifications and the models themselvesaplGtransformations are a suggested way to map the
system reliability models from SysML to an execlgalanguage. Future work will utilize ongoing
research efforts in this area. Once the modelsnama executable form, multiple variables candsted,
allowing for system design optimization about tlediability aspect. Design variables may include
redundant components, multiple system architectlgsigns, maintenance policies, and of course
stochastic simulation via execution of the modeidar uncertainty and from the nature of the random
variables involved that represent the inexact seei reliability.



7 Appendix

Legend: Tree organization of Dig Cycle FT:

In the remaining diagrams, read the title of ttegdam in the upper left to trace it as a block dhegram
one level above (lower numerically).



Level 2.

The rest of L2 (fluid side) is merged up on theelel diagram Figure 5.3.

Level 3.



Level 4.

Level 5.



Level 6.
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