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Modeling System Reliability via Modular Reusable Models in SysML 
 
System reliability is considered to be a valuable metric among others such as cost and behavior in 
complex system design tradeoffs.  SysML, the Systems Modeling Language (www.omgsysml.org), has 
recently been developed to capture and organize the complexity of systems design projects.  While SysML 
has no direct ability to capture reliability modeling, shown herein is a way to capture fault trees, event 
trees, bowtie diagrams, and even capture the knowledge necessary to simulate events in Markov models 
from the use of common SysML constructs and diagrams.  Fault tree use and organization is 
demonstrated through an example model of the reliability of an excavator’s hydraulic system through the 
functions and components required by a dig cycle use case.  Finally, possibilities are shown for this 
framework to be expanded in future work. 
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1 Introduction 
Since the quantification of accidents has began, authors have analyzed and theorized about the best 
methods and concepts for the prevention of accidents, quantification of accidents, and design of systems 
to account for failures and prevent undesirable consequences.  Some of these methods, such as PRA as 
described by Apostolakis [1], are more widely used than others on the bases of understanding and 
applicability.  Many of the methods have overlapping costs of information and knowledge for use, costs 
of analysis and decision-making, and benefits of insight into reliability behavior of components and 
systems. 
 
The overall consideration of reliability in design has proven through time and most applications to be a 
sure bet in terms of increasing design value.  Now, more than ever, designing for reliability is a required 
perspective for any design team.  This perspective is incorporated to protect interests of design 
stakeholders such as product safety, maintenance, value, and reputation. 
 
Systems design and engineering is complex and pertains to multiple stakeholders considering multiple 
perspectives of a system.  The coupling of system behaviors across design perspectives creates additional 
complexity.  Traditional management of this complexity is locally centered (based on engineering 
disciplines), and often consists of ad-hoc, non-reusable specializations based on the organization 
performing the design development.  The need exists to capture and organize systems design perspectives 
in a formal, consistent manner.  Specifically pertaining to this paper is the need to capture system 
reliability information in the same manner as other perspectives so that tradeoffs between stakeholders 
can be formulated and couplings between perspectives visualized.  Once such information is organized, 
interpretable, and documented, it becomes more easily understood knowledge that is the design. 
 
Documentation through the decomposition of system complexity and acknowledgement of concerns is 
highly subjective with regard to a discipline of interest, and often unclear beyond the original author’s 
understanding.  To enable documentation of a consistent, formally defined organization of system 
perspectives to be clear and understood, it would be highly beneficial if documentation relied upon the 
same formal language in which it is organized.  As a response to this need, the Systems Modeling 
Language was developed as a formal language to manage complexity in systems design [2].  SysML 
provides a ‘model-centric’ [2] form of documentation.  This form of documentation allows at the systems 
level allows for meaningful tradeoffs to be considered. 
 
A reliability tradeoff between system design alternatives gives a meaningful reason for the decision 
between the alternatives.  The ability to decompose the system formally, and factor it cleanly into its 
different aspects allows design tradeoffs to be determined based solely upon individual disciplines, such 
as reliability.  Thus, it is argued that capturing reliability for systems design within SysML will provide 
valuable insight into system reliability tradeoffs without the associated costs of comparing reliability to 
other system aspect across different languages of description or frameworks of organization.  In fact, by 
capturing all aspects of a system in the same formal language, interactions between subsystems and 
components can be more readily identifiable and predictable, arguing against Normal Accident Theory 
[3]. 
 
In this paper, reliability is captured from a systems engineering perspective through a suggested 
framework in SysML.  The upper-level objective for this framework is that it be interoperable with 
general systems engineering practices and also interoperable with system aspects aside from reliability, 
their models, and documentation.  The latter part of this objective is satisfied by its implementation within 
a common systems engineering language, such as SysML. 
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The framework presented here includes several well-known reliability modeling techniques, including 
fault-trees, event-trees, bowtie diagrams, and markov models.  In addition, elements of the framework are 
able to represent structure-function states [4] for documentation of analysis results, as well as be 
simulated in event-based or time-based simulation [5] to represent system reliability behavior over time.  
In the framework, knowledge of several elements of each reliability modeling element is captured in a 
manner that promotes reuse, allowing quick composition and valuable reliability models to be 
accomplished.  The tool for composition in SysML and implementation of the framework is MagicDraw 
[6].  Section 2 of the paper describes a method for capturing reliability from a systems perspective in 
SysML, including how reliability models relate to system models.  Section 3 is a short survey of available 
reliability modeling methods and argues why particular methods of reliability modeling were chosen for 
implementation in the framework.  Section 4 describes the framework’s implementation in SysML, and 
Section 5 demonstrates the use of the framework in the example of a hydraulic system of an excavator.  
Finally, Section 6 concludes and discusses future work. 
 
2 Capturing reliability from a systems perspective within SysML 
 
System performance is a subjective statement.  It is the performance of a system’s function towards 
achieving a desired metric of operation that is specific and rational.  From a systems perspective, 
reliability must be considered in terms of measures of effectiveness (MOEs) which aid in valuing system 
reliability based on these metrics.  Generally, decision-makers prefer increasing reliability measures such 
as reliability, expected life (mean time to failure – MTTF), and availability, and decreasing measures such 
as probability of failure, expected repair time (sometimes equivalent to mean down time – MDT), and 
unavailability.  In the model of a system’s design, properties of components relate to these MOEs.  In 
SysML, components represented by blocks can be given properties of such reliability measures, 
essentially characterizing a design component for use in an analysis. 
 
What values get assigned to component MOEs? 
At times when data is available, a Frequentist’s perspective of reliability describes the system’s 
components.  However, the uncertainty in this data represented by centralization and dispersion should be 
captured for use in event-driven simulations.  Bayesian or subjective probabilities may also be used to 
describe component (or individual failure mode) reliability metrics.  Eliciting such probabilies also entails 
additional uncertainties through elicitation [7].  More complex metrics, such as system availability are 
defined by analysis results.  These can be deterministic measures for time-based simulation, or probability 
distributions for stochastic event-based simulations. 
 
In order to combine a reliability modeling framework and use it in systems design, reliability MOEs must 
be related to other system metrics.  Information that is also useful in characterizing a design or analysis is 
a system or component state.  States may include normal operation, maintenance, and failure.  Each 
component in the system is of a particular state, the sum of which yields a system state that may or may 
not be operational, based on the component states, the system’s structure, and the desired function to be 
performed.  It is necessary to relate this information along with reliability metrics back to designers 
working from a reliability perspective so that design iterations will benefit from it.  Thus, the 
documentation of metrics in design components as modeled in SysML, and analysis results captured by 
the framework feed the necessary information back to designers. 
 
Once a system design has been initially created, or iterated upon, its reliability aspect must be viewed 
from the perspective of a reliability engineer, and modeled in terms of its reliability (via a reliability 
method and modeling framework) so that the system’s reliability MOEs can be determined.  This invokes 
the question:  How should analysts convert system model (schematics) to reliability models? 
 



��

�

Several works exist in the area of reliability model generation, and will not be mentioned here as this is by 
no means a literature review and this paper’s intent is on the framework, not the modeling technique.  
However, one particular work of interest involves the use of automated graph generation to yield fault 
trees from an initial system schematic, and initial identified failure modes of system components [8]. 
 
An initial, and final component of the use of a reliability model in an analysis is the context in which an 
analysis experiment takes place.  This involves generating or reusing a reliability model whose intended 
purpose matches or is adaptable to match the context of the analysis.  SysML provides constructs for 
contextually describing an analysis, and aids documentation in terms of design requirements which the 
analysis is intended to test for fulfillment, MOEs which map to such requirements, and model 
requirements for fulfilling the experiment described by the analysis context.  Thus, SysML provides a 
means for integrating reliability or any analysis type within a system design cycle.  The requirements of 
an analysis and the model(s) used to fulfill it can be referred towards as the analysis specification.  Since 
SysML can describe the analysis specification, if a framework for producing models within SysML is 
available, the model can be generated in the framework via a direct mapping in SysML from the analysis 
specification in  the systems perspective to the reliability model in the reliability perspective.   
A small aside is the fact that the model composed in SysML must be transformed into a different 
executable language in order to be simulated, but the results of the simulation can also be imported back 
into SysML to be mapped to the MOEs and requirements of the analysis context.   
 
 
3 Common reliability modeling methods:  Some pros & cons 
 
The following is a brief and by no means exhaustive survey of reliability analysis methods.  Some 
methods are more useful for accident analysis and propagation, risk analysis, failure mode analysis, or 
even state-based simulation for system analysis.  General information on each method is presented, 
including a few strengths and weaknesses of each.  Each of these methods was considered for 
implementation in a SysML framework for reliability. 
 
3.1 Method Descriptions 
 
Safety barrier diagrams [9,10] provide a means for relating the state of system components, the system 
failure states, events due to system failure, and the barriers in place – whether physical or operational – 
that prevent a system from reaching the next undesirable state in a chain of events.  Safety barrier 
diagrams (SBDs) can account for delays incurred as an initiating event attempts to propagate and traverse 
a particular barrier that was placed to protect human life, other equipment, or processes.  SBDs are 
beneficial for accident analysis and propagation.  While SBDs have the ability to become quantified and 
even incorporate delays, this is a rare occurrence.  Instead, they seem to be more of a qualitative tool for 
graphically demonstrating accident propagation.  Arguably, fault trees are able to capture most 
functionality of a SBD, reasoning the widespread use of fault trees.  In fact, a safety barrier might be 
classified as a prevention in loss of functionality due to the presence of a redundant component, or 
another aspect which prevents this loss.  A fault tree will be able to capture the same barrier implicitly, 
with the presence of additional failure modes, and logic including AND or conditional gates. 
 
Markov models [5] are a way of relating system states, time and the probabilistic nature of transitions 
between system states.  These models are unique and useful, as chains of system component states can be 
generated and used for state estimation over time (through probabilistic simulation), queuing models, and 
even pattern recognition.  Hence, an obvious reliability application of these models is for the 
determination of states of system components over time, given proper failure, repair, and delay models.  
Combined with pattern recognition, state determination can be used to design maintenance policies 
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(especially when considering multiple failure states), and even allow for the testing of such policies 
through probabilistic simulation.  Markov models are criticized for being difficult to document [11], but 
this is not reason enough to prevent the use of any method, and simply shows weakness in documentation 
abilities aside. 
 
FMEA & FMECA, known as Failure Mode and Effects Analysis and Failure Mode Effects and Criticality 
Analysis, respectively, are a way for systems to be decomposed on a functional level.  The loss of a 
particular component function is considered to be a failure mode of the component.  To use these 
methods, a system or component must be functionally decomposed.  Rausand speaks to this 
decomposition explicitly for the use of FMEA [12].   
 
FMECA is the most prominent and more widely used than FMEA, but is essentially the same method but 
yields a criticality instead of risk priority number for a metric.  These methods consider a failure mode, its 
likelihood of occurrence, the severitiy of occurrence, and the likelihood of detection of the failure mode 
(observability).   The problem with the methods comes with the calculation of the severity or Risk 
Priority Number (RPN), which is essentially the likelihood (or number) of occurrences times the severity 
times the likelihood (or number) of detections.  Failure modes with the highest RPNs are to be evaluated 
first.  Although it is arguable that a more observable failure due to the ability to detect it may be 
prevented or mitigated more easily, RPNs are by no means a solid metric for weighing failures.  There is 
no sane agreement from mathematically equating a highly unlikely, severe event with a highly probable, 
less severe event.  This is argued strongly by Kaplan [13]. 
 
FMEA/FMECA are generally beneficial at smaller levels of granularity- the micro scale, such as failure 
modes within components, rather than at the system level.  These methods can also be beneficial in 
bottom-up (Inductive) FT generation, although FT’s are typically generated from a top-down, or 
deductive approach, which does not require the use of a supporting FMECA analysis. 
 
Reliability Block Diagrams [5] are a great way to convey the dependence of system components, and 
their redundancy.  These diagrams enable system planning, and can easily convey component 
dependencies and different levels of redundancy.  Furthermore, these diagrams can be easily mapped to 
other modeling techniques (such as fault trees).  A problem with reliability block diagrams (RBDs) is that 
they are not an intuitive mapping to a system’s structure as are other methods.  Since RBDs so readily 
resemble a system schematic, one would assume a relatively easy mapping to the schematic.  However, 
based on the desired function and failure to be represented, these diagrams can often be counterintuitive 
(REF smith book notes -> indirect, counterintuitive relationship to physical system schematic).  Another 
disadvantage of RBDs is the requirement that failures be independent.  A final disadvantage to mention is 
the dependency of a particular diagram representation upon a particular failure mode.  This requires 
several models be generated to capture the full gamete of failure modes, but is not a problem unshared by 
other methods mentioned in this section. 
 
Petri Nets have a proven relationship with reliability [14] and are a way of capturing system states (as 
places) and transitions between system states, similar to Markov models.  A difference is that petri nets 
require the passage of tokens through the system to allow the propagation of states via transitions.  These 
tokens can vary in quantity at different places, even representing queuing models as can Markov models.  
They are also useful for stochastic, nondeterministic processes.  Since tokens must exist at each place 
representing a system state, petri nets can become very complex, very quickly for a system representation.  
Although tokens are a logical way of determining, for instance, the state of a particular component being 
active or dormant, this logic could also be captured via control system modeling and separate state 
modeling of components if activated by input logic.  Having the ability to interface a reliability model 
with a control system to determine component activation for probability of failure and maintenance policy 
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for probability of repair is preferred to tokens as it integrates better within the systems perspective of 
reliability. 
 
Fault Trees [5] are a useful technique for tracking a failure path of component failures to system failure.  
Fault trees (FTs) consist of failure events and intermediate outcomes, which are logically mapped 
together to yield an upper-level undesireable event (UE) for a system or subsystem.  Failure paths and 
cutsets are easily identified, as with RBDs, but the quantitative modeling capabilities of FTs dominate 
over RBDs.  Fault trees are not limited by scale or granularity, and can easily build on eachother to 
capture anything from subcomponents on the microscale to systems of systems on the macroscale.  This 
can also be done fairly easily with other diagrams, but not as easily as with the general structure of a FT. 
 
Like RBDs, fault trees can be limited to particular failure modes, given the complexity of the problem.  
Although multiple modes of component failures can be considered and logically mapped into a tree 
structure, this can be come complex and messy very quickly.  One advantage of FTs, in terms of its 
interoperability, and intuitive communication abilities, is the widespread use of this failure analysis 
method.  Additionally, events in the FT can be reasoned via additional sub-FTs, demonstrating the useful 
object-oriented nature of tree-based methods. 
 
Event Trees are useful diagrams for modeling event propagation.  Event Trees (ETs) consist of an 
initiating event (IE), which can propagate in many different directions to eventually yield highly 
undesireable critical events (CEs), aka catastrophes.  An event tree is very similar to a SBD, and has the 
ability to branch to represent the dependencies of multiple possible outcomes from a single event.  When 
used in probabilistic risk assessment, event trees are capable of representing a variety of branch nodes, 
and even delays.  Since each event in the tree has its own probability that can be justified by subsequent 
FTs, the probabilities of such events, such as a delay or even branch node can be incorporated.  Like FTs 
and RBDs which are limited to a particular failure mode, event trees are limited in structure to a particular 
IE’s propagation, and must be redesigned to demonstrate different IEs. 
 
Cause-Consequence Diagrams (CCDs) are a method of PRA that is similar to fault trees.  These diagrams 
add to the constructs available to a FT by adding a decision box, which contains a question which 
identifies the failure condition, and feeds yes or no outcomes to other nodes in the model [5].  Smith cites 
another advantage of CCDs is that they model the order in which components fail, and goes on to say that 
there is an ability for both fault trees and CCDs to be simulated deterministically- by using Monte Carlo 
or other probabilistic methods.  Despite the overall capabilities of CCDs, as well as the plethora of 
constructs available and ability to capture PRA, they are not widely used.  This is evident from a brief 
search of software tools that allow composition and or execution of CCDs.  These tools are simply not to 
be found, as they are very widely available for fault trees and event trees. 
 
Also significant of CCDs is that they do not have to be designed into different representations for 
different failure modes [Ridley and Andrews].  Although Ridley proposes that CCDs are capable of 
describing any consequences that may result from a single initiating event, this ability is already captured 
by ETs.  In fact, while a CCD can represent PRA in itself, fault trees and event trees can also get the job 
done, and do so in a much more easily documented manner. 
 
Bow-tie Diagrams are essentially a two-part structure.  The first part, or left side of the bow-tie, is a 
functional decomposition of an IE, which is equivalent to a fault tree that leads to an upper level 
undesired event.  The second part, or right side of the bow-tie, is a propagation model such as an event 
tree, which demonstrates how the IE can propagate into several end events, some of which are highly 
undesirable CEs.  A bow-tie diagram can be thought of as a SBD, with preventative barriers of the left 
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side to prevent the occurrence of the IE at the center of the bow-tie, and with mitigative barriers which 
prevent the propagation of the IE into CEs on the right side of the bow-tie, as described by [15,16].   
 
Since FTs and ETs can be so closely linked and interfaced in scenarios via IEs, Bow-tie diagrams are a 
logical choice for risk modeling through PRA.   
 
3.2 Justification for using a reliability modeling method 
 
If one has the knowledge of various reliability modeling methods, the question in the mind as an analyst 
is “What method do I use to determine the reliability characteristics, and MOEs for my system of 
interest?”  Some arguments for which methods to use to model reliability are presented in this section. 
 
Capabilities of a modeling method are of primary interest in answering the posed question.  If a method 
cannot capture the relationships and dependencies of your system, then it should not be used.  This is a 
subjective question, since specific system relationships may be more pertinent to the context of the 
analysis that is being used to test system MOEs.   In fact, method selection also depends upon the metrics 
that are called up by an analysis.  If all that is needed are various failure modes, then organization via 
FMECA may be sufficient.  If the probabilities of occurrence of the failure modes are also needed, then 
perhaps a fault tree or other quantitative method could also be used with FMECA to determine the 
analysis metrics.  Regardless, the capabilities of a method or combination of methods must meet the MOE 
demands required by an analysis specification. 
 
Availability of tools that aid in implementation and execution of a method are also of interest.  Since 
many systems are very large, and since many analyses may be performed on a particular system, tools are 
needed to help organize the analysis and provide computational aid.  These tools are typically software-
based, and the inavailability of such tools to help implement a method greatly weakens the argument of 
using the method.  This tool availability goes hand-in-hand with a need for wide-spread adoption of a 
method.  Typically, if a method and tool are widely available, they can be considered to also be accepted 
and widely adopted. 
 
Adoption of methods is needed to justify one’s analysis results to third parties.  If a method is not 
accepted as valid and understood by others, then its use in an analysis may be in vain.  A method is 
adopted if it is used by analysts, and is supported by regulatory references that mandate whether or not a 
method is acceptable for performing a particular reliability analysis.  If a method does not meet 
regulations, there may not be much reason to use it. 
 
3.3 Argument for Methods chosen for Implementation in SysML 
 
In this paper, the justification for using a method is slightly more specialized, since the method will not be 
used explicitly, but be captured in SysML by using formal language constructs to create it.  Since SysML 
is a non-executable language, the method does not have an immediate need for execution tools; however, 
we will keep this constraint because future work will involve the mapping of the method in SysML to an 
executable language and tool.  Documentation of a method, although highly desirable in all cases, is not 
of as much concern for a method which is captured in SysML.  The advantages of the language lie in its 
ability to document models and analyses as they are created, allowing virtually any method to be well 
documented.  Finally, since the goal of the framework is the ability of integrating reliability with systems 
design, methods must be chosen that are easily interoperable and work well with one another 
fundamentally.  This includes a need for the capability of modeling with systems design fundamentals 
such as uncertainty, simulating dynamic behavior, and being able to represent the state of a system at any 
point within an analysis, in its results, or within a design iteration with respect to reliability. 
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The techniques initially considered for the framework were presented in 3.1.  However, those considered 
further are FMECA, CCDs, FTs, ETs, Bow-tie diagrams, markov models, and petri nets.  SBDs and 
RBDs were removed because one or more of the other methods for consideration can capture the 
knowledge SBDs and RBDs represent.  Although FMECA is a valuable tool, it is not chosen for 
implementation at this point since FTs and CCDs are able to be constructed without the help of FMECA.  
While CCDs are useful, the main disadvantage is unavailability of implementation tools with which to 
compose an executable form of the diagrams.  While for static CCDs, it is arguably not that difficult for 
an expert to develop an execution tool for PRA, the same capabilities of the diagrams can be 
accomplished with FTs and ETs, leaving no justification for this development expense.  In capturing 
PRA, Bow-tie diagrams come naturally as a way of integrating FTs and ETs, so they will remain.  
Finally, we consider the simulation-capable methods. 
 
Markov models and Petri nets are both great ways to capture the dynamic states of system components 
and even individual component failure states over time.  While either method can be used to demonstrate 
and analyze system reliability dynamics, for now Markov models are considered.  Since systems 
engineering design models are living documents, as represented in SysML, the ability to consider system 
states in a design lifecycle, manufacturing lifecycle, and more importantly operational lifecycle is of great 
importance.  Simulating a system through time with its components allows for these various states to be 
determined at points within a lifecycle.  Research has been performed in the area of considering dynamic 
FTs with branches that are decomposable into Markov models for execution.  These FTs are integral with 
ETs in Bow-tie diagrams [17,18,19].  This is the kind of functionality that is highly desirable for 
capturing reliability about a systems perspective, and the reason why this paper’s framework is 
implemented upon FTs, ETs, Bow-tie diagrams, and Markov models. 
 
 
4 SysML Implementation in Magic Draw 
 
The implementation of reliability methods in this paper describes suggested representations of knowledge 
of each method in SysML.  Because SysML is simply a language specification, a tool must be used to 
compose in the language and use its constructs. The tool used for this framework is Magic Draw.  Since 
SysML is a meta-modeling language, the system reliability model as represented by a method is not 
captured in the framework, but instead the model the method itself is captured in the framework.  The 
framework knowledge in SysML that is the model of each method is enough to demonstrate each chosen 
reliability method, and even execute the method when system characteristics and an analysis specification 
is combined with the framework’s method knowledge.   
 
While SysML is used as a means for describing and documenting the method knowledge, the system 
characteristic knowledge, and the analysis knowledge, it is not an executable language.  Thus, with all 
knowledge necessary to execute an analysis captured and documented in a system context, the subject of 
future work is the mapping of this knowledge to an executable language to perform the analysis, and the 
mapping from these results back into SysML for documentation. 
 
Once the model of each method is represented in SysML constructs, the model is able to be used (and 
reused) from a library and specialized to the reliability characteristics of the system, its components, and 
the MOEs required by the analysis specification.   
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4.1 Implementation Requirements 
 
The requirements considered in the development of the framework are as follows:  The knowledge in 
SysML should include all information required for the deterministic execution of static FTs and ETs, 
whether or not this is done in a stochastic manner to incorporate the uncertainty in system reliability 
characteristics.  Additionally, the framework should be able to represent simulation knowledge for 
dynamic FTs and Markov models.  To be adaptable for stochastic simulations, event-based simulation 
should be a capability, with time-based simulation also available.  Event-based simulation includes 
picking a point from a probability distribution for failure or repair and engaging that event when its 
associated time is met, while time-based simulation involves the calculation of a probability of failure or 
repair in real-time as time progresses.  Essentially, the event-based or time-based simulation capabilities 
of the events can allow for the generation of dynamic FTs and ETs. 
 
4.2 SysML Constructs Utilized 
 
This paper is by no means an introduction to SysML.  For more information on the following constructs, 
please consult the Final Adopted Specification v1.0 of the Systems Modeling Language [2]. 
 
System components are captured by blocks in packages containing organizations of subsets of blocks in 
the design workspace.  Block properties that are stereotyped as value properties contain the meaning, 
values, and value types of the characteristics of each component that are owned by each block, and 
mapped in parametric diagrams via binding connectors to constraint parameters or constraint properties 
which are owned by the constraint blocks that represent reliability methods. 
 
Each reliability ‘method construct’, such as a failure event or logic gate in the case of a FT, is modeled 
individually in the framework by constraint blocks which have various reusable constraints applied to 
them that are equations that relate the constraint parameters and constraint properties to one another.  
These method constructs are captured by constraint blocks in a modular form so that a reliability modeler 
can benefit from conveniently reusing them in new models. 
 
New suggested constructs were also created for reliability modeling in SysML.  Although these constructs 
could be created from combinations of existing constructs, this is not within the current scope of this 
paper.  In order to capture the exposure time of system components, ‘Timer’ was created and is used to 
represent a clock which is reset with ‘Timer off’ and begins counting in normal clock time forward with 
‘Timer on’.  In order to represent the selection of a value from a probability distribution, such as a 
distributed value type, stoch( ) which is a function of distribution parameters is used to represent picking a 
probabilistic value- such as by Monte Carlo or Latin Hypercube Sampling.  Finally, in order to be able to 
integrate constraint parameter values over exposure time, Int(var,dvar) was created as a simple solution. 
 
The framework for each method is currently captured in packages which organize the method models 
(constraint blocks) by method construct.  For instance, FTs are organized by types of events and types of 
logical operators, while ETs are organized by types of events, delays, and nodes.  This logical 
organization aids in representing the context of each method model’s use from the library; however, 
future implementations should describe the models based on the Multi-Aspect Component Modeling 
framework [Personal research paper to be submitted to IDETC CIE in January, cannot reference yet].  
Such a framework would describe the method models in much more detail than via library organization, 
and capture some of the documentation about the models shown in subsequent sections.  For more detail 
of library organization for FTs and ETs, see Figure 4.1 that was created in Magic Draw. 
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In Figure 4.1, Reliability modeling method constructs are broken down by method, then by subsets of 
method constructs.  FTs are shown with Non-SIM (probabilistic) and SIM (simulation) event constructs, 
since simulation event constructs for Markov models can be used from this library package or be 
integrated with a FT as a dynamic FT.  Logical operators for probabilistic FT events behave differently 
(adding or multiplying probabilities) than logical operators for simulation logic (standard gate 
functionality).  
 

 
Figure 4.1  Organization of Fault Tree method constructs. 

 
4.2 Fault Tree Models 
 
To capture FTs, first their constructs were identified.  Events were modeled, in a non-simulation form.  
The event probability of a component catastrophic failure or failure mode can be modeled in a few ways.  
The simplest way is directly linking the probability of failure of the component as represented by its block 
property to the probability of the component failure event as utilized in the FT.  A second technique is to 
link the uncertain probability characteristics of component failure to a failure event model.  Executing this 
type of information requires stochastic processes, and although this technique is almost equivalent to the 
simple certain case in terms of framework knowledge captured, the execution time greatly increases, as 
multiple deterministic executions are required to populate a logically dependent probability outcome.   
 
If data are available, event probabilities may be calculated based on an assumed failure rate and exposure 
time.  For non-simulation models with no time dependency, failure rate and exposure time must be 
constants.  Figure 4.2 displays the graphical form of constraint blocks used to represent component failure 
events.  These blocks are chosen from their appropriate package for each usage in a parametric diagram.  
The first detail in the figure that also applies to subsequent figures is the naming of the constraint blocks 
(boxes with <<constraint>> identifier).  The name is the usage name : type name.  The usage name is the 
name given to a constraint block model of a method construct when used in a SysML parametric diagram 
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and can be regulated with naming conventions.  The type name is the name given to the method construct 
model as stored in the reliability framework. 
 

 
Figure 4.2  FT probabilistic failure events. 

 
The constraint parameters (shown at the side of each constraint block as squares) are used to link blocks 
together with logic to form FTs.  Constraint properties (shown by the internal boxes in some of the 
blocks) are used to represent some characteristics relevant to the FT event models.  Constraint properties 
with solid borders are defined explicitly in by the relationships shown in each event’s usage, while those 
with composite (dashed) borders are references to properties elsewhere in the system model, and are 
shown here as references.  For example, Time_exposed is a property of a component, but this is a 
characteristic of a failure event and maps to constraint parameter time for use in the {constraint equation} 
calculation of reliability. 
 
It is important to note that since properties can be referenced from elsewhere within a system model and 
used in a reliability model, SysML (through its implementation tools) provides a great ability for 
maintaining consistency among such properties in systems design. 
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Non-simulation fault tree logic is categorized as having AND type logic, OR type logic, or Conditional 
type logic, which includes Exclusive, Inhibit, Priority, and Voted gates.  Examples of AND, OR, and 
Inhibit gates are demonstrated graphically in Figure 4.3. 
 

 
Figure 4.3  Non-simulation FT logical operators. 

 
To add the ability for dependent failures, common-cause failure (CCF) events are modeled for both the 
Beta method and Binomial method [20] in the framework and are demonstrated graphically in Figure 4.4. 
 

 
Figure 4.4  Common-cause Failure Events for FTs. 
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To use CCF events in probabilistic FTs, they are logically ‘OR’ed in the FT with component failure 
events already in place that share the same failure dependencies. 
 
4.3 Suggested Tree Structuring 
 
To promote reusability of FT diagrams and subsets of these trees, an object-oriented option is presented.  
Current FT modeling techniques include the ability to use transfer events to break up trees into 
manageable sizes for viewing, which is an equally possible technique for this framework in SysML.  
However, a more useful, reusable technique is to organize individual FT levels into their own parametric 
diagram.  In this way, subsets of component failures are kept together for organization, and can be linked 
to, and the logic linked from these subsets via binding constraint parameters for the parameteric diagrams 
themselves. 
 
This technique is demonstrated in the organization of the FT of an excavator’s hydraulic system for the 
failure of a dig cycle.  It can be viewed in Section 5. 
 
4.4 Event Tree Models 
 
The event tree constructs to be identified are few.  They include events, which are usually justified in 
probability by their own FT analysis as upper level undesirable events (UEs), and propagated events, such 
as overall end critical events (CEs).  Borrowed from SBDs and their ability to model delays between 
propagating events are delay probabilities which are included to consider time lags in event propagation.  
Delays have been included in the ‘toolset’ of fault tree constructs (Figure 4.2) as means for delays as 
events which affect logic.  Although FT delay events are useful, delays are even more useful as constructs 
in ETs, since they can represent the critical, much smaller amounts of time available to make decisions, or 
ensure safety barrier survival before events propagate further.  Events are demonstrated graphically 
through Figure 4.4.  Each event shown in the figure is a usage of a basic model ‘Event’. 
 

 
Figure 4.4  ET events. 

 
Other ET constructs include nodes and branches that can implicitly exist in traditional ETs.  Node events 
can have a particular probability of propagating in one or more directions.  A specialized form of node 
events are decision events, which are node events that have FTs of decision logic mapped to the 
probabilities of directional propagation.  For a decision event, an additional constraint is added that 
represents that the sum of the outcome probabilities is one, indicating that a decision must be made.  
Finally, branch events are simply an explicit form of branching the same probability of propagation in 
multiple directions.  Nodes and branches are demonstrated graphically in Figure 4.5.  Outcome 
probabilities are demonstrated arbitrarily in the constraints, but can be determined from any conditional 
and mathematical equating of constraint parameters as inputs. 
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Figure 4.5  ET nodes and branches. 

 
4.5 Bow-tie Diagrams 
 
Mentioned in Section 3, Bow-tie diagrams are a way of linking FTs with ETs to track the series of failure 
events, and resulting undesirable events that can occur in a system.  Since FTs are easily used to provide 
probable reason for events in ETs, there is not much to discuss here in terms of additional framework.  
However, the advantages of SysML in linking properties and parameters allow for great documentation of 
which FTs are related to which ET events, and aid in maintaining consistency among these connections if 
system characteristics change or tree structures change to resemble new failure paths.  As seen in Figure 
4.4, FT UEs and ET IEs and CEs can be given additional identifiers (such as a specific naming 
convention) to denote that they are now part of a larger reliability model. 
 
4.6 Simulation Models – Failure, Delay, and Repair 
 
The simulation of failure events over time can be a very useful process.  Such simulation allows for the 
placement of failure and repair scenarios on a timeline, which can provide a very useful design and 
maintenance policy aid.  Before explaining the two simulation types and implementation here, we must 
consider what it is that we are simulating. 
 
To consider the long-term exposure of components, and identify patterns of system up-time and down-
time, separate failure models and repair models are needed.  Both models need to consider the state of 
operation of a component as time progresses.  Multiple states can be considered for capturing separate 
component failure modes by building subsystem models at this lower level of component granularity out 
of this framework.  The state of operation is considered by observing the probability of the components 
failure or repair, typically as a function of failure rate/repair rate, and exposure time.  Failure rates can be 
adjusted to consider variances in component loading if data is available. 
 
For event-based simulation, the probability of failure or repair is considered.  Given a particular 
distributions that represent these probabilities as a function of time, a single time value is arbitrarily 
picked (e.g. via Monte Carlo or Latin Hypercube Sampling).  This time value is a critical point for failure 
or repair.  During simulation, when the accumulated exposure time of the component reaches this critical 
point time of failure or repair, the component changes state to represent that it has failed or been repaired.  
Because of the need to pick a value of critical time from the probability distribution at the beginning of 
simulation, a constant failure rate is needed for the calculation of this distribution, otherwise the entire 
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specialized distribution due to a variable failure rate must be explicitly elicited and characteristically 
described for an event time to be picked from the distribution. 
 
Decision nodes for ETs can also be captured for event-based simulation by picking a probable decision to 
be made in one of many outcomes.  To ensure a decision is actually determined, constraints can be used 
to ensure the summed probability of all decision outcomes equates to one.  Delays are captured in the 
same manner as failure or repair events.  A probable delay distribution can be elicited, and probable value 
picked as a critical point for the length of the delay to occur.   
 
Simulation FT events are demonstrated graphically in Figure 4.6, while simulation logic is demonstrated 
in Figure 4.7, and simulation ET decisions and nodes are demonstrated in Figure 4.8.  Secondary failure 
events for FTs are not shown in Figure 4.6 due to their similar modeled nature to primary failure events. 
 

 
Figure 4.6  Simulation FT events. 
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Figure 4.7  Simulation FT logical operators. 

 

 
Figure 4.8  Simulation ET nodes and branches. 

 
Disadvantages of event-based simulation include the need to simulate system components and failure 
modes over many, many lifetimes in order to properly represent system operational patterns over time due 
to the uncertainty in their failure times.  This is a combinatorial, stochastic process that generally requires 
large amounts of computing power. Typically, a partial resolution to reduce time is the formulation of a 
Kriging [21] interpolation model (based on least squares estimation) to greatly decrease the number of 
model executions required. 
 
For time-based simulations, event probabilities are calculated on-the-fly as simulation time progresses.  
This overcomes the disadvantage of needing to calculate or elicit a full probability distribution at the 
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beginning of simulation time.  For failure or repair models, a determination of acceptable probability 
needs to be considered for the determination of component failure or repair.  This could be a simple 
threshold probability, or could be based on computations of confidence levels from the first half of a 
probability interval once time has reached this point (since a decided probability of an event occurring 
should at least be greater than 0.5).  This method of determination is the primary disadvantage of this 
form of simulation.   
 
Advantages include the ability to more easily incorporate variable failure or repair rates over time, 
allowing for the incorporation of a coupling between system states and component failure rates based on 
different loading configurations.  This is suggestively captured in this framework by integrating failure 
rate over exposure time, then averaging the total number of failures over this time, essentially creating an 
average failure rate for probability calculations.  Advantages of all simulation methods include the ability 
to ‘seed’ simulation models of components by varying their initial state values, such as exposure time (or 
used run time), operational states for entire components or individual failure modes, and time accrued 
based on delays or other factors.  A time-based simulation model as captured in the framework is 
demonstrated graphically in Figure 4.6.  Variants of this model could apply for FT events, logic, delays, 
and ET nodes. 
 

 
Figure 4.6  Time-based simulation model example. 

 
4.7 Composing Simulations 
 
Once method constructs such as a failure event (all constructs will now be termed as ‘models’) are 
specialized with the characteristics of the event, they can be composed into full FTs, ETs, Bow-ties, or 
simulation chains in the case of Markov models.  While many implementations of composition are 
possible, for the purpose of explaining the constraints shown in Figures 4.2 – 4.6, the following 
assumptions were made: 
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For non-simulation models such as probabilistic FTs and ETs, models (as represented by constraint 
blocks) can be connected together via binding connectors in series of parametric diagrams, as seen in the 
FT example starting with Figure 5.1.  Simulation models need the ability to maintain consistency between 
states, and activation of models via component controllers or component failures.  It was assumed that a 
state of 1 is operational, and a state of 0 is failed.  This is independent of whether a model is for failure or 
repair.  The input of model which designates exposure is input op1.  This value is 0 if exposure is 
occurring, and 1 if exposure is not occurring.  Finally, output_logic, which is a way of linking several 
models together in chains, is 1 if the component has failed, and 0 if the component is operational.  In the 
case of delays, the language changes, but the meaning is the same. 
 
In true system simulation compositions, additional constraints will always be necessary for maintenance 
of state consistency across models (e.g. for separate failure and repair models), for the linking of 
component properties to model parameters, and reliability model MOEs to analysis requirements and 
results. 
 
5 Example Case 
 
To reinforce the idea of capturing layers of FTs and ETs in nested packages for reusability, the example 
was created of an excavator’s hydraulic system for the consideration of failure of operation of a dig cycle.  
Only simple component failures are considered, but all components (except specific lines and hoses) of 
the hydraulic system are considered for basic failure modes.  The UE of the FT is the failure of the 
hydraulic system to allow the Excavator structure to perform a digging operation.  Although multiple FT 
interpretations of this task can be realized, the ideas presented are for the point of modeling technique and 
organization. 
 
This technique is best viewed from the top down.  Packages are used to contain each level of the FT.  
Each layer of the FT is considered to be divided by logical operators.  Failure events that are contributors 
to a subsequent event one level up are packaged at a level lower than the event they contribute towards.  
Parametric diagrams that graphically display the events and logic that relate them to the next upper event 
are owned by the upper event, and thus packaged with the upper event.  Event packages are numbered 
such that from the top down, the level below the UE package is Level 1, the next Level 2, and so on.  
Multiple branches of the FT, if at the same level, are packaged together. 
 
The reuse of models built in the framework is seen by the specialization of primary and secondary failure 
events, and logic gates from their packages in the framework for use in the excavator FT.  The naming 
convention for a usage of each of these prebuilt constraint blocks displays as usage name : type name, 
where block name is the FT model type, such as primary failure event.  Events are numbered in a scheme 
of failure_type.level_number.diagram_usage_number.  For example, primary failure events are 1, 
secondary are 2, and house events are 3.  Level number is the level assigned to the modeled FT package 
containing the diagram of the usages of the failure event models.  The usage names of events include the 
numbering scheme and a verbal description name for the event, of the particular event type.  Intermediate, 
resulting events that are logical results of lower event failures are numbered in the same way, yet are of 
the type of the event itself since the intermediate event is unique and typically not reusable.   
 
The top level of the Excavator hydraulic system fault tree is demonstrated graphically in Figure 5.1.  This 
figure is a parametric diagram in SysML as built in Magic Draw, and shows the constraint parameters of 
the parametric diagram itself at the diagram’s edges. 
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Figure 5.1  Dig cycle UE FT diagram (Level 0). 

 
The Actuation failure in Figure 5.1 is expanded by its internal FT shown in Figure 5.2.  Notice that in 
Figure 5.2, another sublevel FT is implied in 3.2.1:Control_Hydraulic_Flow.  The Fluid failure shown in 
Figure 5.1 is expanded by its internal FT shown in Figure 5.3.  This figure has no other references to 
internal FTs and was expanded in this manner to demonstrate the capability to graphically display a 
classical FT. 
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Figure 5.2  Actuation failure FT (1st level of Dig cycle FT). 
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Figure 5.3  Fluid failure FT (1st and 2nd levels of Dig cycle FT). 

 
For the remaining diagrams in this example, see the Appendix. 
 
6 Discussion 
Overall, the framework presented here is a compilation of suggested examples of capturing reliability 
modeling in SysML from a systems design perspective.  The reliability aspect of a system is an important 
design aspect and should be capable of being integrated with other system aspects to create a balanced 
system model from which to make design decisions.  With this framework, the beginnings of this 
capability are available.   
 
Reliability characteristics capable of being modeled by the framework include probabilities of failure 
events, both individually and as propagated probabilities.  Also, event propagation is able to be modeled 
as normally capable by ETs, but also including probabilities of decision events, delays, and branch nodes. 
The knowledge required to simulate failure events, repair events, and delays is also modeled, allowing for 
representation and simulation of Markov models, and dynamic FTs.  Since events can be specialized at 
any level of detail of a component or system, the framework can be used to represent simple system 
failures all the way to detailed component failure modes.  This supports the ability to observe system 
failure patterns, and even test maintenance objective functions, many of which are presented in [22].  
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These abilities can be extended in design exercises aimed at maintenance optimization.  Works describing 
this design concept are [23]. 
 
The framework also has the ability to capture uncertainty and represent stochastic modeling processes.  
Since the framework is represented in SysML, analyses can be contextually specified to represent all 
knowledge necessary to perform an analysis or simulation from the system characteristics used and 
architecture that is composed.  Other advantages of the framework include the reusability of each model 
created to fulfill the method constructs of each reliability method.  In this way, the knowledge of the 
framework is captured for reuse in future modeling, aiding the modeler by saving time normally spent on 
model development. 
 
Future work of the framework includes incorporating the FMECA method, and fully testing the models 
by composing them into system models for multiple test examples.  Testing includes formulating system 
reliability requirements and analyses and linking these analyses contextually to particular reliability 
model specifications and the models themselves.  Graph transformations are a suggested way to map the 
system reliability models from SysML to an executable language.  Future work will utilize ongoing 
research efforts in this area.  Once the models are in an executable form, multiple variables can be tested, 
allowing for system design optimization about the reliability aspect.  Design variables may include 
redundant components, multiple system architecture designs, maintenance policies, and of course 
stochastic simulation via execution of the models under uncertainty and from the nature of the random 
variables involved that represent the inexact science of reliability. 
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7 Appendix 
 

Legend:  Tree organization of Dig Cycle FT: 

 
 
In the remaining diagrams, read the title of the diagram in the upper left to trace it as a block in a diagram 
one level above (lower numerically). 
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Level 2. 

 
The rest of L2 (fluid side) is merged up on the level 1 diagram Figure 5.3. 
 

 
Level 3. 
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Level 4. 

 

 
Level 5. 
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Level 6. 
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